Windows 8 Configuration of HEC Smart
University Connectivity Manual
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e Choose ‘Manually connect to a wireless network’

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

| Set up @ new network
‘-11;' Set up a new router or access point,

' Manually connect to a wireless network
: Connect to a hidden network or create a new wireless profile|

-

Connect to a workplace
Set up a dial-up or VPN connection to your workplace,
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On network name write “HEC Smart University”
Security type ‘WPA-Enterprise’

Leave Security Key ‘Blank’

Click on ‘Next’

Enter information for the wireless network you want to add

Network name: HEC Smart Univessity

Securtty type Wosd-Enterpree |

Encryptico type AE

Secunty Key: ke charscten

! Start thes connection automaticaily
| Coneect even £ the nebwork i not beoadcasting

Wamning: If you select this option, your computer's peivacy might be ot rak.

| Nea

Cancel

Go to ‘Change Connection Setting’

Successfully added HEC Smart University

= Change connection settings
Open the connection properties so that | can change the settings.

t
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e Select Security Type ‘WPA-Enterprise’

e Encryption Type ‘AES’

e Network Authentication Method: Microsoft: Protected EAP (PEAP) and then click
setting

Connection | Security

Security type: |wpA2-Enterprise v|

Encryption type: |AES v|

Choose a network authentication method:
[Microsoft: Protected EAP (PEAP) v || Settings

Remember my credentials for this connection each
time I'm logged on

e Go to ‘Security’ Tab

Connection | Security

Security type: |WPA2-Enterprise W |

Encryption type: |AES W |

Choose a network authentication method:
| Microsoft: Protected EAP (PEAP) v|| settings

[|Remember my credentials for this connection ea
time I'm logged on

Advanced settings

ok || Cancel
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e Uncheck ‘Validate server certificate’
e Click on ‘Configure’

When connecting:

I|:| Verify the server's identity by validating the certificate I

[ connect to these servers (examples:sry 1;srv2;, =\, srv 3, com):

Trusted Root Certification Authorities:

[] addTrust External CA Root

[ Baltimere CyberTrust oot

[ certum ca

[] class 3 Public Primary Certification Authority
[] comMoDOo RSA Certification Autharity

[T] Deutsche Telekom Root CA 2

[ pigicCert Assured ID Root CA

£

Notifications before connecting:

|Te|| user if the server’s identity can't be werified

Select Authentication Method:

|Secured password (EAP-MSCHAP v2) W |I| Configure. |
Enable Fast Reconnect

[ Enforce Network Access Protection '

[] Disconnect if server does not present cryptobinding TLV
[[] Enable Identity Privacy

oK | | Cancel |

e Uncheck Automatically use my windows logon name and password (and domain if
any) press OK
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e Press ‘Ok’
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e Forget/Disconnect all Networks

Enter your Institute ID and Password. Your user ID must be appended with @hec.gov.pk (e.g.
test@hec.gov.pk).

Networks
View Connection Settings

Airplane mode

Off

(® Networks

.llll HEC Smart Uneversity

Enter your user name and password

e Now you are ready to connect
Networks

Airplane mode

on

Networks
View Connection Settings

Aurplane mode

§ HEC Smart Univerty 2
o

' Guest-SmartU nresesty
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